Building Your
Cloud Team

A step by step guide on how to build
your best cloud team
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Introduction
– Leading the Change
The switch to cloud is not just a technical or
infrastructure change. It requires a change in the
mindset of the business. Committing to cloud is
committing to a more agile, digital-first approach to
building processes, solving problems, and delivering
services.
Many large enterprises are feeling increased pressure
to undergo large-scale cloud transformation. With
the rapid pace of technology evolution companies
must be willing to change and adapt or risk being
left behind. Cloud Migration has therefore become
necessary for any business that wants to stay relevant
in the market.
The world of cloud has evolved, it is no longer just
invisible storage that helps businesses run smoothly.
Cloud can not only be used to run data seamlessly
across a number of different environments but
also enables new services such as AI and machine
learning. Enterprise businesses across all verticals are
using cloud technology to solve an ever-growing list
of business needs.
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Building processes

Solving problems

Delivering services

It can be difficult however for business leaders
to know where or how to start a large-scale
cloud transformation. As technology becomes
increasingly integrated into all business processes
implementing and maintaining cloud solutions
will affect many aspects of the business.
Embedding cloud solutions into the company
not only means increasing digital collaboration
and innovation within the company, but also
building new skills and embracing new models
for business processes.

To effectively implement cloud, it is important to have
a clear plan and strategy in place. Cloud migration
should be part of a larger digitalisation mindset that
must permeate every level of the business.
Nebula together with 48Software has helped several
clients with their cloud migration strategies and
implementation. Through this process we have learned
a number of lessons around what it takes to successfully
implement cloud in an enterprise business.
The following are the key steps Nebula and 48Software
has developed which are essential in setting up cloud
in an enterprise business.

“

In the last decade, telecoms operators have expanded their
portfolios to offer a wider range of digital services, while at
the same time, IT providers are creating solutions that disrupt
traditional telecoms services.
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Step 1: Foundation
– Getting the Basics Right
The first step of implementing cloud in your enterprise business
it to set up a solid foundation to ensure future success. There
are two key foundational aspects that need to be addressed
before you can move forward with cloud implementation: the
approach and the infrastructure.
-

Approach - DevOps

DevOps is the mind-set used for development and operations
teams to work closer together. A single consolidated team is
therefore responsible for all aspects of the project, rather than
siloing out different tasks.
This approach is based on lean and agile principles and allows
the company to react quickly to market opportunities and
reduce turnaround time on new projects.
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Infrastructure
– Custom Hybrid Mix
There is no one-size-fits-all solution when it comes to cloud.
An enterprise cloud environment will typically contain a
custom hybrid mixture of public and private cloud.

This is particularly true for large companies
that have decades of past data and sizable
legacy IT infrastructure that cannot be
preplaced overnight.

The key components that enterprise level cloud infrastructure
should have are:
•
•
•
•
•

A full stack platform service that can support any app at any scale
Machine intelligence that will enable automation and operational
simplicity
Elastic consumption that allows the business to scale its usage and
resources up or down, according to its needs
Integrated security and access control
Widespread mobility that enables apps to be run from anywhere on
any device

The enterprise cloud must be able to support both cloud-native
applications and legacy enterprise applications, and resources must
be identified and allocated so that all applications have sufficient
storage to operate optimally. The configuration decisions around the
architecture must also work within the capabilities of the cloud.
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Step 2:

The Team
Building T-shaped
Team Members

Step 2: The Team –
Building T-Shaped Team
Members
The second key step in enabling cloud is setting up the
right team. Transitioning to a cloud-first IT environment will
necessitate a significant paradigm shift across the entire IT
team, it is therefore important to consider the culture as
well as the skills that you need on the cloud team.

In a cloud environment the focus shifts away from hardware
to service delivery. The team therefore has to be more agile as
they are not just dealing with things when they break. Instead
they are contributing towards major business issues and
supporting ongoing strategy and initiatives.
One strategy for building a well-balanced team is to take a
T-Shaped member approach.
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A T-Shaped team member is someone
who has a deep knowledge of a
single field or skill (represented by
the vertical bar of the T), as well as
passing knowledge across a number of
other disciplines (represented by the
horizontal bar of the T). This gives the
team member the ability to collaborate
across disciplines and use a wider
knowledge base to solve problems.
Most employees will already be
T-shaped to some degree. While most
will have a specialisation, it is unlikely
that they have never picked up or been
exposed to other disciplines. It then
becomes important to nurture this and
build teams with complimentary sets
of skills in both breadth and depth.
The strategy for building and
maintaining your cloud team must
focus on three distinct areas:

Recruitment – another way
to build a skilled cloud team is
to recruit outside talent. While
these skills are becoming more
sought after and harder to find,
the decentralised nature of cloud
technology also means that you
can widen the pool of candidates by
considering remote workers form
other locations. This increased
flexibility can also be used to make
the workplace a more attractive
place to work, as the team will have
more autonomy.
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Retention – any enterprise
business will already have a
number of skilled employees.
There must therefore be a focus
on retention and growing from
what you have. Creating teams
with complimentary skills so that
members can learn and collaborate
effectively. There should also be
a continuous focus on training so
that the team is always learning
and staying abreast of the latest
changes in cloud technology.

Upskilling – hiring with the
intention of upskilling is another
key way to build a successful
cloud team. The fast paced
nature of technological change
means that it can be difficult
to find employees with a lot of
experience. It can therefore be
better to hire someone who is
willing to learn and grow their
skills as the technology evolves.

Step 3:

Management
Focus on the
Right Areas

Step 3: Management –
Focus on the Right Areas
Once you know the approach you need
to take, and have a team set up, the
next step is to decide what to focus on
and prioritise when building out the
cloud ecosystem.
As the IT team shifts away from service
delivery towards ongoing performance
it is important to prioritise the projects
that need to be done.
With the correct focus it is possible
to implement quick and high-value
delivery with an emphasis on clearing
out backlog items with a high business
value. These are often more important
and rewarding to the business than
fixing ongoing performance issues, and
enable greater support for customer
adoptio
The team must also learn to solve
problems that the users face every day
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when interacting with the technology.
This means not only looking for ways to
make the business more efficient and
effective, but also considering what the
users need and delivering the features
that the end users request.

By taking ownership of all aspects of the
product from beginning to end, including
future developments, there is more
accountability for ensuring delivery and
usability over the long term. This will
help the business stay ahead of shadow
IT and deliver a better user experience.

Step 4:

Agility – Stay Ahead
of the Changes

Step 4:
Agility – Stay Ahead of
the Changes.
The next step of cloud implementation
is to develop an agile mindset. An agile
culture is able to adjust infrastructure on
the fly in response to business needs. It
creates an environment of continuous
development and improvement. With
cloud technology things can change very
quickly. It is therefore essential to have an
agile response to the evolving needs of the
ecosystem.
While it is not necessary to change every
aspect of how the company operates, it
is important to refocus your outlook and
approach. With agile planning, it is possible
to be more responsive to demand. This
reduces the need for change control or
delivering to a fixed scope, which can
become administration-heavy and slow
everything down.
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Companies that are risk-adverse and
restrictive will struggle to gain control
over the fast pace of technology evolution.
If the team is able to act with flexibility
and autonomy, they will develop a more
forward-thinking entrepreneurial culture.

“While it is not necessary to
change every aspect of how
the company operates, it is
important to refocus your
outlook and approach.”

Step 5:

Testing –
Avoid the
Bottlenecks

Step 5: Testing –
Avoid the Bottlenecks
Testing is an essential step to ensure the stability and performance
of the system. When implementing a new cloud environment, it is
important to not only ensure proper testing, but also to change the
approach to testing to suite a more agile development process.

In a collaborative and agile environment, it is possible to also
bring the development team into the testing process. If the
developers and testers are working completely separately,
testing can often cause a major delay as everything has to
stop while the system goes through testing. This is particularly
disruptive in a DevOps environment. By skilling the developers
in testing, it can become another component of the continuous
development, making it possible to avoid bottlenecks and
speed up delivery.

For effective testing you will need skilled
testers who can write tests that will accurately
test APIs and can keep pace with the changes
in cloud technology.

As cloud technology evolves so quickly, the tests it is put through can
also date quickly. Testing therefore needs to be continuous, and there
needs to be constant learning and upskilling among the testers.
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Step 6:

User Interface
– Get the User
Experience Right

Step 6: User Interface –
Get the User Experience
Right
Once the team is developing enterprise applications in the
new cloud environment, it is important to consider the user
interface and experience that they will provide.
When building the interface for an application the team must
think about how the end user will interact with the application.
This includes considering their level of technical knowledge
and their familiarity with other similar applications.
One aspect of this is the look and feel of the interface. Is it
intuitive and user-friendly? Does it make workflows easier and
does it have all the features and functionality it needs? What
will the user expect from the application and does it provide
that?
Making the interface intuitive and easy to use by providing
clear instructions and calls to action, and incorporating
aspects such as animations to guide users through the various
steps will ensure that users are both willing and able to use
the application.
Another consideration is aspects such as up-time and latency.
When building applications the team must consider where
the data being used sits, and how easy it is to access. In a
company that is using a hybrid cloud environment there may
not be a local data centre for much of the data. This can affect
the speed, up-time, and capacity of the applications which
must be factored into their design to maintain usability.
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User interface and
experience

User friendly

Design

Step 7:

Security –
Securing the Cloud
Environment

Step 7: Security –
Securing the Cloud Environment
Security is a key step when building a cloud
environment. This is true both during the
building and implementation phase, and
as an ongoing project to maintain a secure
ecosystem.
Some of the key security considerations
in a cloud environment include:

Data and
where it
resides

Regulatory
compliance

Identity
and
access control

Data and where it resides – companies
are collecting, using, and storing increasing
amounts of data to enable various
applications and APIs. As such this data is
becoming an increasingly valuable company
resource and must be protected accordingly.
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Regulatory compliance –
complying to regulations around data
control such as PCI DSS, PoPI, and GDPR
are not only helpful in ensuring good
governance and data protection, but
are an essential requirement for doing
business.
Identity and access control –
maintaining an online identity system
and using it to control who has access to
certain data sets will reduce the risk of
data being lost or compromised.
The dynamic configuration of a cloud
environment can make it more difficult
to secure. It is constantly changing
with elements being added, scaled
and removed constantly. The security
protocols therefore also need to be
constantly evolving to meet the needs of
this changing environment.

Step 8:

Cost Management
– Keep an Eye on
Expenses

Step 8: Cost Management
– Keep an Eye on
Expenses
The final step when implementing
enterprise cloud in your business
is cost management. While cloud is
lauded for being a cheaper option
when compared to building your own
infrastructure, that does not mean that
costs are not a factor.
Cloud resources may be cheaper than in-house
infrastructure, but there is also the risk that
this affordability gives the team a false sense
of security. More often than not the team is not
thinking about the cost of resources they are
using, they are just thinking about requirements
for the project. Coupled with this is the fact that
spinning up new resources in a cloud environment
is much easier than adding additional resources
in a legacy environment. Because of this is it very
important to keep an eye on what is being used,
and whether it is really needed.
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As the cloud ecosystem within a
company becomes more complex, it
becomes more difficult to manage.

Control of cloud accounts is
often decentralised which makes
it difficult to identify where waste
is occurring or how to manage
it. It is also difficult to track and
forecast usage which makes it an
unpredictable budget item.

OneView Cloud Expense
Management
Once you have successfully implemented an enterprise cloud platform
it is important to track and manage it on an ongoing basis. This will
allow you to track the health of the ecosystem, mange expenditure,
and ensure that all resources are being used optimally.

With this in mind, Nebula has developed
the OneView Cloud Expense Management
Platform, enabling you to track and optimise
your Azure cloud environment.

OneView Cloud Expense Management gives the enterprise full visibility over
their cloud environment and Azure spend. With integrated baseline reporting,
a detailed live dashboard and full tagging and recharge functionality, costrelated challenges associated with cloud technology can be managed and
optimised.
OneView is a next generation, cloud-based Technology Lifecycle Management
system that provides real-time visibility and control of enterprise cloud usage
and service provider performance.
It will assist in optimising operations and enables high-level visibility as well as
in-depth analysis of your entire cloud environment, empowering you to make
pro-active decisions and reduce wastage.
In addition to improving efficiencies and reducing unnecessary expenditure,
the system supports governance, compliance and risk management,
mobile workforce management, infrastructure management, and contract
optimisation.
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OneView Cloud Expense
Management assists with:
Cost saving - identify environment optimisations and cost efficiencies to
leverage the benefits of cloud without financial risk, and always have full,
detailed insight into your cloud expenditure.

Cost allocation – the OneView platform gives you a
full overview of your cloud environment components
and its spend allocation. It also compares the budget
with actual spend per month, and gives a detailed
analysis of cloud spend per cost centre and resource
group to enable the accurate allocation of cloud spend
per billing period.

Cost Centre Tagging – the ability to tag specific
cost centres, resource groups or projects allows
the enterprise to see exactly where cloud resources
are being spent, and recharging to these cost
centres accordingly. These recharge reports are also
completely configurable according to the business’s
recharge model.

Environment Optimisation –the platform will identify
any unnecessary or redundant cloud resource costs
and provide a forecasting functionality that allows you
to predict future cloud expenditure.
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Additional OneView
features include:
OneView is a multi-vendor system: OneView
collects and verifies data directly from multiple service
providers.

OneView offers seamless service provider
integration: : It integrates with all service providers
and vendors to automate complex tasks and give you
more power.
OneView provides an independent view: Having
extensive technology experience, Nebula ensures
you are using the most cost efficient solutions to
optimise your environment.

Speed is a priority: Using OneView, we can provide
you with an assessment of your entire environment
within 40 hours.

Sustainable product built with the future in mind:
Nebula OneView has been certified as a Microsoft Gold
Partner.

Dynamically integrated with market trends:
OneView is a step ahead by seamlessly adapting to
market trends and integrating it into the system.
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For More
Information
To find out more about Surge Cloud Platform, please send an email to
hireme@48software.com with “Surge” in the subject line, and a 48 staff
member will contact you. You can also visit any of these platforms for more
information and latest company news.

www.48software.com
48Software
@onenebula
@48Software
48nebula
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